This project designed a set of network security mechanisms for cloud applications in VANETs. At present, cloud computing is one of the government's development priorities in the industry. We divide cloud into public, private, and hybrid clouds in this project. Vehicles or passengers can access road conditions or public transport information through the public cloud; public transportation can access current driving records and users can access relevant enterprise information on the private cloud and hybrid cloud is a combination of public and private clouds. Both cloud computing or VANETs require network and information security. At present, many researches on VANETs security only focus on message communication, and neglect information storage. Researches on cloud computing security only focus on information protection, and neglect user privacy and anonymity. This project designed a set of network and information security mechanisms in line with the requirements of Confidentiality, Authentication, Non-repudiation, Conditional Anonymity, and Conditional Untraceability.
Introduction
Today, a lot of public transportation means are equipped vehicular wireless communication devices, and the network is constructed by these devices is called Vehicular Ad Hoc Network (VANET). Recently, many topics of VANET are surveyed. For example, travel records of public transportation means can be transferred to a server for transportation companies to master the route and number of passengers of these means for further management. Passengers can send email or access value-added information services through these devices [1] [2] [3] [4] . These network access behaviors construct a hybrid cloud mechanism based on cloud computing. Public transportations and passengers can access not only information in public clouds, such as weather and news, but also those in private clouds, such as number of passengers and travel records of means. The cloud computing pays attention to the information and network security of these transferred information, including user anonymity, privacy, and identity authentication, complying with the network security requirements of VANETs. The project aims to apply cloud computing in VANETs for users to access applications through vehicular devices, and proposes a network security mechanism in this article for each device to keep the information anonymity and security when transferring data through cloud network.
There are two vehicular communication modes in VANETs, vehicle-to-vehicle communication (IVC) and RSU (Roadside Unit) -to-vehicle communication (RVC). IVC allows each vehicle to broadcast information to other vehicles or send information to one specific vehicle via others. RVC allows vehicles to exchange information with one another within the broadcast range or communicate with and obtain information from other vehicles via wireless-device equipped RSUs. VANETs enable vehicles to exchange up-to-date traffic information, which improves the flow of traffic and driving safety. However, if the information is modified or falsified by a malicious vehicle user, serious consequences such as traffic congestion and even a traffic accident can occur. A scheme for ensuring information security is proposed in the present study.
The proposed cloud computing network and information security mechanism in VANETs adopts bilinear pairings and chameleon hash function for a RSU and a mobile device of vehicle or user to authenticate the identity of each other. It protects the privacy of user data transferred in the cloud against the decryption by the others. Moreover, it fulfills the requirements of confidentiality, authentication, non-repudiation, conditional anonymity, and conditional untraceability in the VANET. Finally, the project analyzes the performance of the mechanism and those stated in related works and analysis results show that the performance of the mechanism is better.
Related Work
The delay of long-term authentication in centralized AAA architectures is reduced in [5] . The article aims to protect privacy of vehicle and network security of portable electronic currency, and proposes a network security mechanism based on the Bilinear Diffie-Hellman (BDH) problem. However, based on the mechanism, each vehicle should generate key once in a ISBN 978-1-5090-3869-5 -197
while for privacy, and it costs a great of loadings for each vehicle. A network security mechanism based on the chameleon hashing method is proposed in [6] . It can protect privacy and network communication of vehicles in VANETs. However, the greater calculation complexity and longer packet length of chameleon hashing method costs a lot of loadings for VANETs.
A network security mechanism based on the Bilinear pairing method is proposed in [7] . Although the mechanism can protect network communication of vehicles in VANETs, there is no private communication between the vehicles. Moreover, renewed parameters of related vehicles should be updated to the Trusted Authority (TA), and it causes centralized authentication issues.
The batch authentication and group signature method is proposed in [8] . Through the group signature to protect message anonymity and security, a vehicle will form a group with its neighboring ones. Vehicles in the same group will construct a set of correlated keys, and then they will encrypt messages with these keys. Since the other vehicles can not trace the sender of message, the method can protect vehicle privacy. However, the method causes that the sender of a malicious message can not be traced, too.
The architecture proposed in [9] is appropriate to vehicular networks. However, no any related network security mechanism is proposed. It causes interception or fake risks for transferred data. Moreover, since existing cloud computing network security mechanisms can not fulfill the requirements of vehicle anonymous ID and privacy, they are not appropriate to the cloud applications in VANETs. The project aims to propose a set of cloud computing network and information security mechanism in VANETs.
In literature [15] , a set of network security mechanisms based on chameleon hashing was proposed to ensure vehicle privacy and network communications security in VANETs. However, owing to computational complexity and packet length of chameleon hashing, it constitutes a big burden for VANETs.
Background
This section will introduce the technologies used in the method developed in this study. Section 3.1 introduces system model, and Section 3.2 bilinear pairing and hard problems. [16] with embedding degree 6, where G1 is represented by 161 bits, and the order q is represented by 160 bits.
Bilinear Pairings and Hard Problems
Let G1 and G2 denote an additive and a multiplicative group, and both them with prime order q. Let P be generator of G1,
Proposed Method
The proposed mechanism consists of three stages: preliminary system establishment, identity authentication, and private communication construction.
A. Preliminary System Establishment
For system initialization, TA generates the parameters of each communication device, and CA initializes the parameters of RSU and vehicle. The parameters of each device consist of the public key, private key, data key, and message signature. The parameters of TA are set through the following procedure: , and sends it to the RSU. 
PERFORMANCE ANALYSIS
The article performs the security and performance analysis of the proposed mechanism and those stated in related works. The proposed mechanism fulfills the requirements of confidentiality, authentication, non-repudiation, conditional anonymity, and conditional untraceability.
The article performs the performance analysis of the proposed mechanism and those stated in related works [5] [6] [7] . The table 1 shows the Bilinear pairing [10] [11] [12] for time complexity, the table 2 shows the encryption/decryption calculations of RSA [13] and the others, and the table 3 shows the performance analysis results of the proposed mechanism and those stated in [5] [6] [7] . According to these results, the proposed mechanism requires a pairing operation time in identity authentications, and an AES encryption time and an ISBN 978-1-5090-3869-5 -199
AES decryption time in private communications. Therefore, the performance of the proposed mechanism is better than those stated in [5] [6] [7] . 
Conclusion
The proposed mechanism in the article costs less encryption/decryption time in private communications. In addition, the proposed mechanism fulfills confidentiality, authentication, non-repudiation, conditional anonymity, and conditional untraceability in terms of security analysis, and it is better than those stated in the related works [5] [6] [7] based on their performance analysis results. For privacy, all data transferred in cloud should be encrypted. However, the data search with keyword can be performed after decrypting these data. In the future, the article will aim to speed up the search of encrypted data.
